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Overview and Installation

Overview

The nanoWF is a WiFi communication module that allows the labZY devices to connect
to wireless networks. The nanoWF module weighs 10 g and has dimensions
approximately 50x25x7 mm?®. Fig. 1.1 shows the nanoWF seen from the label side of
the module. The label displays the part number (NA0521) and the 12 digit serial number
of the module.

nanoWr
& PN:NA0S21
§  SN:0080A3A04298

H

Figure 1.1 nanoWF module, label side.

The nanoWF is designed to work with labZY devices with firmware versions greater
than 30 and having an even last digit. For example nanoWF will work fine with firmware
versions 30.20 or 50.22 but will not work with versions 30.19 or 40.15.

Hardware Installation

The nanoWF must be connected to the 10 ports of the labZY devices. The labzY
devices must be powered by external power supply delivering enough current to power
both the labZY device and the attached nanoWF module. Fig. 1.2 shows the 10O port
and the port to connect external power ( POWER) of different labZY devices. Note that
the external power to nanoPSD and nanoTDCR is supplied through the USB port, while
for the other devices the external power is supplied through a dedicated port. In the
later case it is IMPORTANT that the external power is NOT APPLIED when the IO
portis connected to a USB port of a computer!.
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nanoWF’ POWER
b)

nanoWF’ POWER
c)

Figure 1.2 10 port and the POWER connector; a) nanoPSD and nanoTDCR, b) nanoMCA-II
(SP), c) nanoMCA (SP), nanoXRS, and nanoDPP
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To connect physically the nanoWF module to nanoPSD or nanoTDCR an extension
cable is required. It is als recommended to use extension cables with other devices as
this places the nanoWF on a distance from the labZY device reducing any possible
electromagnetic interference. In the following description a connection via extension
cable is considered.

Follow these steps to connect the nanoWF to labZY device.

1. If the labZY device is powered, turn it off either using the power switch or
unplugging the cable supplying power (e.g. USB cable).

2. Plug the nanoWF to the female end of the extension cable.
3. Plug the other end of the extension cable into the labZY device.
4. Apply power to the labZY device using an external power supply.

Upon powering the nanoWF module on the side opposite to the label side an orange
LED light comes on as shown in Fig. 1.3.

Figure 1.3 Power-on indicator of nanoWF module.
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nanoWF Setup

Connecting to nanoWF Server
Network Connection

After the nanoWF is powered on it will initialize its local server and will broadcast the
name of the server. It make take few minutes until the name of the nanoWF server is
visible. On a Windows computer open the Network connection center to see the
available servers. If seen by the computer, the nanoWF wireless server will be identified
as nanoWiFi_XXXXXX, wher XXXXXX are the last six digits of the serial number of the
nanoWF module. For example, the server of the nanoWF module with serial number
0080A3A04298 will be identified as nanoWiFi_A04298 as shown in Fig. 2.1.1.

Currently connectad bo: 4y =
E boza_24

i Internet access

Wireless Mebwork Connection 14 ﬂ

boza_24 Connected 111!
 nanatwiFi_an4zes .

wans 1.1_']!_ (-

nano_ guest 1.1_']!_

FEY1 i

MR, i A1

cMaz M

guesk, MR WiFi A~

Open Metwark and Sharing Center

Figure 2.1.1. nanoWF server identification.
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Once the server is identified connect to it. The connection is secured by a key. The
computer will display a dialog asking for the security key as displayed in Fig. 2.1.2.
Enter the key that is provided by labZY an included in the nanoWF package and press
OK. If you misplace the key, please contact support@labzy.com.

:Ez Connect to a Nebwork x|

Type the network security key

Security key: XXXXXXXXXX

[~ Hide characters

(0] 4 I Cancel

Figure 2.1.2. Security key dialog

Server Login

After the computer connects to the nanoWF wireless server it is necessary to login to

the server to setup the nanoWiFi. Open a Web browser and in the address field type
192.168.0.1, press ENTER (Fig. 2.1.3).

192.168.0.1]

Figure 2.1.3. nanoWF server address

The browser connects to the server and the Authentication dialog will be displayed as

shown in Fig. 2.1.4. Enter default user name admin and the password PASSWORD.
Press the OK button.
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Authentication Required

2]

hktpiff192,168.0.1 is requesting vour username and passward, The site saws: “ronfig”

X

Uset Marme: I admin

Passwaord: I PASSWORD

Ik Cancel

Figure 2.1.4. Authentication dialog.

Upon successful authentication the following page (Fig. 2.1.5) will be displayed

xPico Wi-Fi

QuickConnect
Status

AES Credentials
CLI Server

CPM

Clock

Device

Diagnostics

Discovery

File System
HTTP Server
Line

Modem Emulation
Monitor

NTP

Metwork
Power

Radio

SPI

Tunnel

User

WLAN Profiles

LANTRONIX

Product Information

Network Settings

MAC Address: 00:80: 43:A0:42:76

Product Type: wPicoWifi

Firmware Version: 1.5.0.0R43

Build Date: hlar 2 2018 (14:99:08)
Serial Number: 0050A3AD4276
Uptime: 0 days 00:03:53
Permanent Config: saved

Line Settings

Line 1:

State: Up

SSID: nanoyViFi_AD4276
Security Suite: WPAL

IP Address: 192.168.0.1/24
Connection State: Cannected
Active WLAN Profile: labZY

IP Address: 192.168.1.60
Default Gateway: 192.168.1.69
Hostname:

Primary DNS: “Mones
Secondary DNS: =MNaonex>

521600, Mone, 8, 1, Hardware
Protocol: Tunnel

Line 2:

500, Mone, 8, 1, Mone
Pratocol: Command Line

Tunneline Accept Connect
4 Mode Mode

Tunnel 1: Wiaiting Digabled

Tunnel 2: Inhibited Inhibited

Logout]

Copyright © Lantronix, Inc. 2007-2015. All rights reserved.
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Figure 2.1.5. Status page of the nanoWF server.
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Setting Wireless LAN (WLAN)

Profile

nanoWF uses profiles to connect to wireless networks (WLAN). Select the WLAN
Profiles. A WLAN Profile Management page will open as shown in Fig. 2.2.1. The
nanoWF comes with a preset profile called labZY. The labZY profile can be deleted.
However, it is recommended to keep the profile for support purposes.

xPico Wi-Fi

QuickConnect
Status

AES Credentials
CLI Server

CPM

Clock

Device

Diagnostics

Discovery

File System
HTTP Server
Line

Modem Emulation
Monitor

NTP

Hetwork
Power

Radio

SPI

Tunnel

User

W1 AN Profiles

WLAN Profile Management

View or Edit Delete

labZY r

ICreate new wWLAN Profile

LANTRONIX

Logout

This page allows viewv, edit, delete
ar creation of 2 WLAMN Profile an the
device.

Select a profile for editing by
clicking itz name; thiz takes youto
the Configuration web page.

The - iconindicates the active

-
profile.
Celete one or mare profiles by
checking their delete checkboxes.

Creste & newy profile by entering &
riatme in the text box. The news
profile initizlly has default parameter
values. Upto 4 profiles may be
created.

Yhen you name a newy profile or
check a box, the Applhy and
Submit buttons will appear.

Use the Apphy button to tey oot the
changes without saving them to
Flash. If the settings da nat work,
wehen you reboct the device, it will
still hawe the arigingl settings.

Use the Submit button to update
the profiles and save them to Flash.

Copyright ©@ Lantronix, Inc. 2007-2018. All rights resened.

Figure 2.2.1. WLAN Profile Management.

The labzy profile, if kept, must be disabled by first clicking on the profile name labzZY
and then select the radio button Disabled in the State field of the page that opens (Fig.

2.2.2).
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WLAN Profile labZY Configuration

Network Name: Inanu

State: " Enabled ™ Disabled
Security

Suite: I'u“u'F'.-'l".E 'I
WPAx Key Type: IPassphrase 'l

WPAx Passphrase: I------------

WPAx Encryption: W comp I TP

TX Power Maximum: |1? dBm

Power Management: | ¢ Enabled * Dizabled

Apply | Subimit |

Figure 2.2.2. Disabling the labZY profile.

The setup pages of the nanoWF in most cases will display two buttons after a value or a
control change. The Apply button will cause the changes to apply only for the current
session. If the nanoWF resets (power cycling) the changes will be ignored at the new
session. To make the changes permanent the Submit button must be pressed.

Press the Submit button to disable labZY profile permanently. Press WLAN Profiles in
the left vertical menu to return to the WLAN Profile Management page.

Next a new WLAN profile must be crated so that the nanoWF can connect to your
wireless network. In the WLAN Profile Management page there is a field displaying
"Create new WLAN Profile". In this field type a name of the profile, e.g. MyWLAN as
shown in Fig. 2.2.3. Press the Apply button.

WLAN Profile Management

View or Edit Delete

labZY r

Y

Apply | Submit |

Figure 2.2.3. Creating new WLAN profile.
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The Submit command will be executed after the profile is set and the nanoWF connects
successfully to the your WLAN. The name of the new profile will be displayed in the
WLAN Profile Management page (Fig. 2.2.4). Click on the name of the newly created
profile, e.g. MyWLAN.

WLAN Profile Management

Created WLAN Profile Instance MyWWLARN.
The changes have been successfully applied.
WARMIMNG: The changes will not persist after reboot unless you submit.

View or Edit Delete

labfY r

i

ICreate rEsw WLAM Profile

Submit |

Figure 2.2.4. Newly created profile (MyWLAN).

A setup page of the new profile (MyWLAN) will be displayed as in Fig. 2.2.5.

WLAN Profile MyWLAN Configuration

Network Hame: Itu:uza_24
State: @ Enabled © Disabled
Security

Suite: Mare "I

TX Power Mazimum: WER dBrm

WPA
Power Management: d © Disabled
Aaply | Submit |

Figure 2.2.5. WLAN profile setup page.
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In the field Network Name enter the name of your wireless network (SSID). In our
example the name is boza_ 24. Make sure you enable the profile by checking the
Enabled radio button in the field State.

The next step is to set the security requirements of your network. Choose the Security
Suite from the drop-down selection as shown in Fig. 2.2.5. If the security suite requires
a passphrase the dialog will be modified as depicted in Fig. 2.2.6.

WLAN Profile MyWLAN Configuration

Network Hame: Ihu:lza_24
State: & Enabled  Disabled
Security

Suite: IWPﬁE "I
WPAx Key Type: IPassphrase 'I

WPAx Passphrase: Iiiiiiillliii

WPAx Encryption: " comP M TP

TX Power Maximum: |1? dBm

Power Management: | O Enahled ™ Disabled

Apply | Subirnit |

Figure 2.2.6. WLAN profile with security.

Enter the Passphrase required to connect to you WLAN. Select the Encryption that
your WLAN uses. The TX Power Maximum should be 17 and the Power Management
should be Disabled. Press Apply button.

The new profile is now active and the nanoWF will make an attempt to connect to your
WLAN. If the connection is successful a green LED light will be lit as shown in Fig.
2.2.7. The green light will be ON as long as the nanoWF is connected to your WLAN.

IMPORTANT: If the newly created profile successfully connects the nanoWF to the
WLAN the Submit button should pressed to store the profile in the non-volatile memory
(Flash) of the nanoWF. Once the new profile is permanently stored the nanoWF will
upon powering automatically connect to your WLAN when in range.

©2018 labzY nanoWF User Manual Rev. la www.labzy.com 12



Figure 2.2.7. Successful connection of the nanoWF to a profile WLAN, green light is on.

Network Interface

The default network configuration of nanoWF uses IP that is assigned by the DHCP
server of your network. This IP address is dynamic and may change every time the
nanoWF connects to your WLAN.The IP address of the nanoWF is used to create a
com port through which the labZY devices communicate with the computer. If the IP of
the nanoWF changes from session to session the com port associated with the nanoWF
must be reconfigured. This is time consuming operation which can be avoided if your
WLAN allows the use of static IPs. If nanoWF is configured with a static IP than only
once a com port will be set to work with the static IP. The nanoWF if connected to your
WLAN will always be available at the corresponding com port. To set static IP for
nanoWF open the Network page from the left vertical menu, Fig. 2.2.8.
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xPico Wi-Fi

QuickConnect
Status

AES Credentials
CLI Server

CPM

Clock

Device

Diagnostics

Discovery

File System
HTTP Server
Line

Modem Emulation
Monitor

HTP

Hetwork
Power

Radio

5Pl

Tunnel

User

WLAHN Profiles

o G

Configuration

Interface wlan0 Status

Property Status

Status: Ma link
MAC Address: 00:80:A3:A0:42:98

[ Renew |
State: Enabled Enabled
DHCP Client: Enabled Enabled
IP Address: (DHCP) (DHCP)
Default Gateway: IDHCPF) [DHCF)
Hostname:
Primary DNS: (DHCP) [DHCP)
Secondary DNS: (DHCF) (DHCP)
MSS: 1460 bytes 1460 bytes

LANTROMNIX

Logout

This shows the status of the
netwoark Interface on the device.

When DHCP fails to dizcover an 1P
Address, & new address wil
automatically be generated uszing
AutolP. Thiz address will be within
the 163.254 = » space.

apl will alvways use the assigned
static IP.

Copyright © Lantronix, Inc. 2007-2013. All rights reserved.

Figure 2.2.8. Network Page

Click on wlanO0. Press the Link button to display the link status as shown in Fig. 2.2.9.
Verify that the active WLAN profile is the profile you created to connet to you WLAN.

If Interface is selected the Status page as in Fig. 2.2.10 will be displayed. This page
indicates that after reboot all WLAN IPs will be obtained using DHCP.

©2018 labZY
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ap0
Interface

WLAN wlan0 Status

Property Status

Connection State: Connected
BSSID: 20:e5:2a:55:30:44
351D: boza_24

Active WLAN Profile: q MyWLAD
Encryption: CCMP

Security Suite: WWEAZ

Channel: 1

RSSI: -56 dBrmn

Figure 2.2.9. WLAN Link Status.

ap0
Link
Configuration

Interface wlan0 Status

Property Status

Status: Link up
MAC Address: 00:80: A3:AD:42:98

[ Renew |
State: Enabled Enabled
DHCP Client: Enabled Enabled
IP Address: 1921681 .141/24 (DHCPF)
Default Gateway: 192.168.1.14 (DHCP)
Hostname:
Primary DN5: 192.168.1.14 (DHCP)
Secondary DNS: 0.000 (DHCP)
MSS: 1480 bytes 1460 bytes

Figure 2.2.10. WLAN Interface Status.
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To disable DHCP and setup static IP it is first necessary to obtain from the administrator
of your WLAN an available static IP address for the nanoWF, the Default Gateway IP
and the IP of the Primary DNS. To enter this information press wlan0, then press
Interface and at last press Configuration. The page to configure the interface of the
WLAN will be displayed as in Fig. 2.2.11.

apl | wlan0

Interface | Link

Status | Configuration

Interface wlan0 Configuration

State: & Enabled T Disabled
DHCP Client; " Enabled ™ Disabled
IP Address: [111.222.333.444

Default Gateway: |111.222.333.DEID

Hostname: I

Primary DNS: |111.222.333.000

Secondary DNS: I{Nune>

MSS: |146E| bytes
Submit |

Figure 2.2.10. WLAN Interface Configuration.

In the Interface Configuration page check the Disable button in the DHCP Client field.
Enter the IP addresses obtained from your WLAN administrator in the corresponding
field. Press Submit button.
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User Management

The final step of the nanoWF setup is to manage the users that may manage the
nanoWF. To enter the User Management page press select USER from the left vertical
menu. The User Management page will be displayed (Fig 2.3.1).

xPico Wi-Fi o

QuickConnect U M t
Status Ser anagemen Thiz page sllows vievs, edit, delete

. ] . ar creation of & user on the device.
AES Credentials View or Edit Delete Siallach @ v fiay @i by aleling
CLI Server itz name; this takes you to the

i Configuration weh page.

CPM admin r o pag
Delete one or mare users by
Clock checking their delete checkboxes,
labZY r then ht the Submit kutton to
remove them fram Flash.

L ogout

Device

Diagnostics

Create a nevw user by entering a

Discovery Creats new Liser natme in the texd boc, The new user
Fila Svst initially has no access rights. Up to
ile System .
Submit | 4 uszers may he crested,

HTTP Server
Line

Modem Emulation
Monitor

HTP

Hetwork
Power

Radio

SPI

Tunnel

User

W1 AN Profiles

Copyright © Lantronix, Inc. 2007-2018. All rights reserved.

Figure 2.3.1. User Management page.

There are two preset users. The default admin user and labZY. You may delete or
keep the default user admin. If you decide to keep and use the admin user you must
change its password to prevent unauthorized management of the nanoWF.
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To change the password and the privilege of any user just click on the user name. A
page will open that has only two fields - Password and Privilege (Fig 2.3.2).

User admin Configuration

Password: ||||||||||

Privilege: IAdmin 'I
Submit |

Figure 2.3.2. User Configuration page.

A new user can be created from the User Management page. It is important that at least
one user has Admin privileges. It is strongly recommended that the labZY user is
preserved without modifications. labZY can provide to its customers emergency login

through labZY user. This especially important if an user misplaces his/her own login
information.

All other settings of nanoWF should be kept as set by labZY. Changing these settings
may disable the communication between nanoWF and the attached labZY device.
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Computer Setup

COM Port Redirector

The communication between the labZY software (labZY-MCA, labZY-PSD and labZY-
TDCR) and the labZY devices is through COM ports. The COM ports map different
interfaces (USB, Ethernet, WiFi, Bluetooth) . Using COM ports eliminates the need to
install drivers specifically tailored for the labZY software. The COM port implementation
in Windows based computer is robust and well established.

The COM Port Redirector is a software application that allows the creation of COM
ports and their mapping to nanoWF and nanoET. The CPR setup files and a Quck Start
Guide are located in the subfolder "COM_PORT_REDIRECTOR_4303" located in the
folder "innanoET+nanoWF". Alternatively, the latest version of the software and the
documentation can be downloaded from www.lantronix.com.

To install the CPR follow the instruction in the CPR Quick Start guide.

COM Port Setup

Before setting the COM port make sure that the computer and nanoWF are connected
to the same WLAN.

Launch the CPR application and create a COM Port as outlined in the CPR Quick Start
guide. Select the newly created port, e.g. Com 180. The selection of the port will be
indicated with a green arrow on the left of the COM Port name. All parameters of the
COM Port settings will be displayed in red (Fig. 3.2.1).

Execute the "Search For Devices" command of the CPR application. The CPR will list
all found devices in the "Device List" window (Fig. 3.2.2). To identify the nanoWF
module take a note of the number in the field "HW Address". The number (Ignoring ":")
should match the serial number of the nanoWF, e.g. 0080A3A04276.

Double click the IP Address of the nanoWF device. The "Host" field of the COM Port
(e.g. Com 180) will be filled with the IP of the nanoWF. The TCP Port, however, will be
set to "Unknown" (Fig. 3.2.3 a). IMPORTANT: Replace Unknown with 10001 which is
the TCP Port for both nanoET and nanoWF (Fig. 3.2.3 b). Press the "Save" button of
the CPR. . Close the CPR. The settings of the newly created port will be saved and the
port will be available for use by the labZY software applications. The settings of the port
will be memorized by the computer and will be available after reboot of the computer.
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File  ComPort  Device Tools  Help
@ Addfremove | Save :i] Refresh p Search For Devices @Exclude |
Com Parts Hide 9. Settings | Com 180 Testsl
@ Com 42 - B1 ;I —Com 180
-3 Com 62 - 81
E? Com 82 - 101 window's Port Name; Lantronix CPR Port [COM120)
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;i; [~ MoMet Close ‘ | ;I
[~ Listen Maode INormaI - part clozed after dizconnect j TCH
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| Service | n WARNING! If the Hosl
1 |7 firewall, then UDP porl
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3 __| |Also, some leqacy dew
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! il | | o
Device Lisk Collapse E.
IP Address | # Ports | TCF Port | Product | In] | Hw' Address | MHetwork Interface | Device Mame | Fort Mame
4| | >
| [ Modified | :
Figure 3.2.1. Setting a new COM Port.
Device Lisk
IP &ddress | # Portg | TCF Part | Froduct | D | Hw! Address | M etwork [nterface |
E 132168158 1 10001 wPort-034... =5 00:20:44:F1:15:48 132168.1.107
EHE.'IEEJ.EEI 1 10007 wPort-034.. X5 002048 F1-1E5:ED 1921681107
ﬂ 192168160 1 Unknown  Ueoknown %1 00:30:43:40:42: 76 1921681107
ol A
7 —
/
nanoWF
Serial Number
Figure 3.2.2. Identifying nanoWF module.
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The Lantronix web site www.lantronix.com has more information about xPico WiFi

EE TcP Porl
1392168.1.E0 Unkrown

| | Ba | -

a)

= R
192.168.1.60 1000

| LA B =

b)

Figure 3.2.3. Setting the TCP Port.

which is the main component of nanoWF.
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If you need help, please, contact support@labzy.com.
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